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Leder

Jesper Siddique Olsen, Audit Director,
Danske Bank

Re-kalibrering

P& grund af pandemien har mange organisationer priori-
teret kortsigtede prioriteter for interne revisionsfunktio-
ner, men nu er det ogsa tid til at re-kalibrere for potentiel
langsigtet usikkerhed og kompleksitet.

Den primaere rolle for interne revisioner er at hjzelpe be-
slutningstagerne med at beskytte organisatoriske aktiver
og omdgmme samt at understgtte operationel baeredyg-
tighed. Med COVID-19-pandemien, der fgrer til en kraftig
stigning i det hjemmebaserede arbejde, er aktivrisiciene
steget, mens et driftsforstyrrende forretningsmiljg har
skabt usikkerhed omkring omdgmme og beeredygtighed.

Udfordringen for IA-funktionerne vil i det kommende ar
veere at sikre, at de fortsat fagrer en sikker overvagning,
samtidig med at de tilpasser sig et dynamisk risikoland-
skab. Intern revisors rolle skal i hgjere grad fokusere pa,
hvordan deres organisation forpligter sig til at opfylde
offentlige behov og interesser som en del af sin kultur.
Lovgiverne har ogsd gget deres fokus p8 ESG-risici med
initiativer i forbindelse med klimazendringer, aflgnning af
ledere, mangfoldighed og inklusion, arbejdsforhold og
produktindhold, blandt andet.

Da risiciene er blevet mere og mere komplekse, er intern
revisor ngdt til at levere et stgrre udvalg af tjenester. I
nogle tilfaelde - f.eks. i finansielle institutioner — har in-
tern revisor 0955 et ansvar med hensyn til styring, risiko-
appetit og kulturen med risiko og kontrol, som har vaeret
i fokus i de seneste 8r. I takt med at risikolandskabet er
blevet mere komplekst er intern revisions funktionen
ngdt til at gennemga deres nuveerende set-up - og sikre,
at de er udstyret til at revidere de nye omrader herunder
tilegne sig de ngdvendige kompetencer.

Husk pd at vores udgangspunkt er godt. Med intern revi-
sions overblik pa tvaers af virksomheden kan interne revi-
sorer vurdere en organisations ESG-risiko ud fra flere
perspektiver og hjaelpe med at forbinde punkter. For ek-
sempel kan interne revisorer ved vurderingen af ledelse
og politik overveje, om organisationen har skabt en ledel-
sesstruktur og kultur, der understgtter effektiv styring af
klimarisici, og om der rapporteres oplysninger om klima-
risiko til bestyrelsen osv. Vi kan revidere og vurdere risi-
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kostrategi og appetit, overveje om klimastrategi og risi-
koappetit hele tiden spredes over hele organisationen, og
om der overvejes klimarelaterede risici i nye produkter og
serviceydelser. Tilsvarende spgrgsmal kan stilles med
hensyn til yderligere ESG-risikostyringsomrader som
f.eks. risikovurderinger, overvgning og rapportering,
portefgljeforvaltning og kapitalforvaltning, risikodata og -
systemer samt risikostyringsmodel, medarbejdere og
kultur.

Det er bestemt ikke nemt, men for dygtige og kompeten-
te interne revisorer, er det bare endnu en dag pa konto-
ret.

God jul, godt nytdr og god lzeselyst.

Glaedelig jul

0G GODIT NYTAR
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Nyt fra redaktionen

Birgitte Rousing Svenningsen, Nor-
disk Revisionschef, CIA, CISA, BNP
Paribas Personal Finance

F3 indflydelse pd indholdet af INFO

Fra redaktionens side er vi super stolte over, at vi med
dette nummer af INFO kan krydre jeres juledage med
artikler om aktuelle emner, som preeger vores hverdag
lige nu men forhdbentlig ogsa jeres verden. Vi forsgger s
vidt muligt at bringe artikler, som kan dsekke over alle
vores laeseres behov. Det er selvfglgelig en udfordring, og
der vil veere nogle, som kunne gnske sig artikler om an-
dre emner.

Er du en af de personer, som har en masser ideer, om
hvad der rgrer sig i vores branche og dermed en masse
ideer til artikelemner, som vi ikke har daekket, har jeg
alletiders tilbud til dig. Bliv medlem af redaktionen! Det
kraever kun en kort mail til mig.

Bliv en aktiv del af IIA!lIl

Vaer med til at saette dagsor-
denen for den fremtidige ud-
vikling af intern revision.

Laes om udvalg, netvaerks-
grupper og meget mere pa
foreningens hjemmeside
www.iia.dk, eller send en
mail til kontakt@iia.dk.
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Redaktionsarbejdet er for de kreative. Arbejdet bestar af
at holde sig opdateret med, hvad der sker i branchen, og
komme med ideer til artikelemner. Herudover bestdr ar-
bejdet i at finde personer, som vil vaere forfattere til ar-
tiklerne. Arbejdet bestar som udgangspunkt ikke i at skri-
ve artikler selv.

Ud over at veere med til at bestemme indholdet af INFO
far du som redaktionsmedlem ogsd et netvaerk til interne
revisorer i andre virksomheder.

Har du mod p3 at deltage i dette arbejde, sa skriv en kort
mail til mig p&: bisv@bnpparibas-pf.dk.

Farvel og tak for indsatsen

Alting har sin ende. I dette nummer af INFO ma jeg des-
vaerre sige farvel til Mai-Britt Soo, Sparekassen Kronjyl-
land, som har forladt redaktionen. Mai-Britt har faet nyt
arbejde uden for intern revision og jeg vil gerne benytte
lejligheden til at takke Mai-Britt for hendes indsats i re-
daktionen. Hun har iszer bidraget til, at vi har f3et en
forstaelse for, hvad der rgrer sig i mellemstore banker,
herunder hvad der rgrer sig i de jyske pengeinstitutter.

Jeg gnsker Mai-Britt held og lykke i hendes nyt job.




Argang 26 | Nummer 79 | December 2021

IIA PRISEN

Prisopgave om intern revision

IIA Prisens formal er at fremme kendskabet til intern revision blandt studerende pa cand.merc.aud.
0g andre relevante kandidatuddannelser samt tilskynde disse til at skrive kandidatafhandlinger inden
for intern revision. Prisen bestar af to preemier:

1. praemie: 25.000 kr.
2. praemie: 15.000 kr.

For at komme i betragtning til IIA Prisen skal kandidatafhandlingen enten handle direkte om intern
revision eller indeholde veesentlige elementer, hvor emnets relevans for intern revision diskuteres.
Det er eksempelvis i orden at indsende en afhandling om corporate governance til IIA prisen, hvis
afhandlingen har en ikke uveesentlig grad af fokus pa intern revisions rolle i virksomhedens ledelse.
Det samme gaelder for eksempel for opgaver om risikostyring og interne kontroller, som pr. definiti-
on er intern revisions gvrige hovedomrader.

Ansggningen indsendes elektronisk til iiaprisen@iia.dk og skal indeholde:

1) kontaktinformationer
2) problemformulering, indledning og konklusion
3) hovedopgaven

Ansggningsfristen er 15. januar 2022. De narmere ansggningsbetingelser fremgar af foreningens
hjemmeside www.iia.dk.

Prisoverraekkelsen vil ske pa IIA’s arsmgde i maj 2022. Bedsmmelsesudvalget bestar af Dorthe
Tolborg (Danske Bank), Kim Klarskov Jeppesen (CBS) og Birgitte Rousing Svenningsen (Express
Bank).

Den/de studerende bestemmer selv emnet for hovedopgaven, og pa foreningens hjemmeside

www.iia.dk findes der forslag til emner, som kan anvendes til inspiration.

®
I Foreningen af Interne Revisorer
The Institute of Internal Auditors - Denmark

Foreningen af Interne Revisorer | Side 5
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ESG! It's the talk of the town and it is headed our way. We may all be somewhat fa-
miliar with the main purpose and components of the ESG framework. We are also well
aware that ESG is likely to impact our audit planning and priorities in the near fu-
ture. However, I believe I speak on behalf of many internal auditors when confessing
that ESG has left us somewhat challenged and confused. Despite our access to a wide
array of literature, courses and advisory services, we are still left with many
unanswered questions.

Luckily, Alexy Pozharny from Nordea has agreed to share with us his great knowledge
and insights on ESG. In his article he provides valuable and tangible guidance on how
to approach the audit strategy, risk assessments and resources, amongst other
things. Although his main focus revolves around financial institutions, there is plenty
of inspiration and many learning points to draw upon for readers who are not part of
the financial sector.

Alexy’s contribution is complemented by a recent article on ESG from the Internal Au-
ditor magazine issued by the IIA. This article taps into the key questions and focal
point which the internal auditor should address, when auditing the organisation’s

environmental, social and governance activities.

Collectively, we hope that these two articles may add value to the ESG-quest that
many of us are embarking on.

Enjoy.
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Auditing ESG risks in financial insti-
tutions

Alexey Pozharny, CIA, ACCA, Head
of Audit ESG, People, Reputational
Risk, Nordea

Introduction

Climate change negatively affects the real economy as
well as the financial system. The financial sector is ex-
pected to play a key role in the transition to a low-carbon
and more circular economy and climate change re-
sistance. The transition entails both risks and opportuni-
ties for financial institutions.

The success of climate change resistance is dependent on
the efficiency of the financial system, its ability to man-
age the risks and steer financial flows to a sustainable
development, and is vital for the whole society. This
drives the rapid evolvement of the society and also regu-
lators’ expectations towards the efficiency of the financial
institutions and prudent risk management. Climate
change resistance and sustainability have been incorpo-
rated into regulatory frameworks and supervisory expec-
tations in a pace never seen before.

Therefore, internal auditors are facing increased demand
and evolving expectations for the assurance work they
provide, even though the guidelines and criteria are not
sufficiently clear and keep developing fast. In this article
I will share some ideas on how to adapt audit work to the
changing and challenging environment, and how audit
can add value to the sustainable development of the fi-
nancial institution as well as serve stakeholders with due

care.
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ESG risks

The Environmental, Social and Governance (ESG) risks
are the risks of any negative financial impact on the insti-
tution stemming from the current or prospective impacts
of ESG factors on its counterparties or invested assets'.

ESG factors are defined as environmental, social or gov-
ernance matters that may have a positive or negative
impact on the financial performance or solvency of an
entity, sovereign or individual?>. The examples of the ESG
factors might be: energy consumption, waste production,
impact on biodiversity, innovation in environmentally-
friendly products, labour rights, health and safety, priva-
cy, diversity and equal opportunity, supply chain manage-
ment, codes of conduct and business principles, transpar-
ency and disclosure, bribery and corruption, community
impacts and stakeholder engagement, etc.

Despite the developments at the EU level, the current
policy framework still lacks common definitions of ESG
factors, hence current market practice vary across institu-
tions. This complicates the assessment of the ESG risk of
the financial institution and its comparability, which is
recognised by EBA. According to EBA, a fundamental part
of evaluating and measuring ESG risks in a comparable
manner is to establish common definitions of ESG factors
and to understand how these factors translate into finan-
cial risks that may impact institutions individually and the
financial system as a whole>.

Financial institutions should expect further alignment of
the common definitions of ESG factors, understanding the
drivers and the ways how risk drivers impact the institu-
tions (transmission channels). The main challenge for the
financial institution and the auditor is the evolving deter-
mination of ESG risks, as well as developing methods and
metrics to measure them. As a matter of fact, the auditor
needs to act within a moving landscape and at a rapid
pace of change. At the same time, it is an opportunity for
the auditor to add value in the implementation of ESG
risk management, for example by assessing the adopted
definition of the risk factors, if it is complete and aligned
to the institution’s risk profile and exposures, as well as
by assessing and challenging the institution’s ESG imple-
mentation plans.

There are several other challenges that the auditor can
turn into opportunities with the aim to keep adding value
for stakeholders. A good starting point to tackle them is
the audit strategy.

ESG audit strategy

The audit strategy for ESG risks should provide a compre-
hensive and structured analysis of the audit coverage
needed for addressing increased stakeholders expecta-
tions. There are several factors to consider when develop-
ing the audit strategy.

The auditor’s challenge in providing sufficient risk cover-

age is that ESG risks arise from the core activities of the
financial institution and materialise through the other risk

Foreningen af Interne Revisorer | Side 7
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types. On the one hand, any ESG factor which impacts
the institution or its counterpart will affect the institution
through increased credit, market, reputational, operation-
al and other risks. On the other hand, the way how ESG
factors materialise in credit risk is different from e.g. li-
quidity risk. These drive the way how an institution will
adapt the control environment for the other risk types to
incorporate ESG risks in its risk management.

I would expect that the vast majority of institutions have
launched initiatives to introduce ESG risk in the institu-
tion’s exiting risk management framework and control
environment, for example in the form of a programme.

The ECB Guide on climate-related and environmental
risks (referred to hereafter as ‘Guide’) was published in
November 2020% It communicated the supervisory ex-
pectations related to ESG risk management and disclo-
sure.

As a response, financial institutions per-
formed self-assessments of its prac-
tices against the expectations set
out in the Guide (*Questionnaire
A’) and its implementation
plans to advance manage-
ment of climate-related and
environmental risks
(‘Questionnaire B’) and
submitted those to the
Joint Supervisory Team
(JST). The Guide as well

as the responses to the
questionnaires will serve

as a basis for the supervi-
sory dialogue with the
institution.

Environmental

Therefore, the audit strategy
challenge is to address the
evolving definitions of ESG risks,
their broad scope as well as evolv-
ing audit criteria and development of
the ESG risk management practices in
the institution.

What should the auditor do when the requirements,
plans, and results are evolving continuously? This is ex-
actly the case when the real value of agile auditing tends
to arise, where there are high levels of uncertainty or the
audit subject is moving at pace e.g. a programme that is
using an iterative approach to solution design. It can
quickly highlight areas which are not in a state to be fully
audited, enabling the team to move on the other areas
and return at an appropriate time®.

Thereby the auditor might apply a hybrid approach, com-
bining traditional audit projects (as the institution should
close the known gaps in ESG risk management) with an
agile mindset (since regulations and methods to measure
the ESG risks keep evolving).

Side 8 | Foreningen af Interne Revisorer

Governance

It might be a valuable management practice to register
the gaps identified by the institution’s self-assessment
(‘Questionnaire A’) as self-identified issues with stated
due dates and issue closure criteria, in the issue-
management systems used by the institution. This will
help the auditor to plan the audit coverage of the phased
deliveries of the institution’s ESG programme, as well as
not raise issues for known and escalated gaps.

I personally believe that an audit planning approach
which is aligned with the institution’s ESG implementation
programme will be seen by management as adding value.
The approach will challenge the delivered results to iden-
tify drawbacks and foster continuous improvement of the
design quality. At the same time the auditor will be able
to identify the drawbacks at an earlier stage, preventing
deficiencies in the solution’s rollout. Finally, knowing the
closure status of the gaps will give the auditor flexibility
in audit planning. As the speed of ESG risks imple-
mentation in different risk types and busi-
ness/risk functions might differ depend-
ing on the significance of the gaps.

It is important to note that ESG
implementation will be per-
formed through the other risk
frameworks in the institu-
tion. Therefore, the audit
coverage of the ESG risk
can be derived from the
audit coverage of the
other risk types, or at
least partially leveraging
them. It is important to
remember that social and
governance factors relate
to human and labour
rights, health and safety,
diversity and inclusion, ac-
counting and tax practices,
corruption and bribery, ethics
and much more. These factors are
also relevant for the compliance, peo-
ple, financial crime and reporting risks in
the institution, and these might be already
covered by the audit function outside of the ESG risks
audit cycle.

All of the above call for a well-defined audit strategy for
ESG risks coverage, to ensure the sufficiency and com-
pleteness of risk coverage in other risk types, as well as
ensuring that ESG risks are included in scope of the au-
dits for other risks. In these circumstances the ultimate
ESG risks coverage might be blurry, due to unclear differ-
entiation of the primary and secondary risk coverage by
the different audit engagements. To keep the optics sharp
on the ESG risks, the auditor should actively consider how
to include ESG risks into the institution’s risk assessment.

Risk assessment
According to the IPPF®, risk assessment is the identifica-
tion and analysis (typically in terms of impact and likeli-



hood) of relevant risks to the achievement of an organi-
zation’s objectives, forming a basis for determining how
the risks should be managed’.

Risk assessment enables the development of the internal
audit engagement plan, ensuring risk-based audit priori-
ties.

The IPPF also states that: Internal auditors may use
management’s information as one input into internal au-
dit’s organization-wide risk assessment®.

Institutions that have implemented Enterprise Risk Man-
agement (ERM) will have a comprehensive risk inventory
and ESG risks should be part of it. The ECB Guide states:
Institutions are expected to develop a well-defined de-
scription of climate-related and environmental risks in
their risk inventory that feeds into their risk appetite
statement. The risk inventory is the result of the risk
identification process and is expected to be based on the
institution’s internal risk taxonomy?®.

A risk taxonomy is a common approach to categorising
the risk types of an institution in the risk management
framework. The approach helps to apply a common defi-
nition of the risks, helps with risk identification, and ena-
bles the risk aggregation.

According to EBA: Institutions can incorporate ESG risks
into their risk management frameworks as drivers of ex-
isting financial risk: Risks to capital (credit, operational,
market) and risks to liquidity. Integrating ESG risks as a
horizontal financial risk theme that can influence the tra-
ditional categories of financial risks should help ensure
that the various impacts of ESG risks are identified and
managed, whilst avoiding any double-counting effect'®.

Many institutions incorporate ESG risks horizontally, that
means that ESG risks are not standalone risks but part of
the other risk types. The reason for such incorporation
might be the organisational ownership of the risk frame-
works in the institution. For example, it is the responsibil-
ity of the credit risk framework owner to integrate ESG
factors in it, and credit units should develop and maintain
controls for ESG risks in the credit processes. Therefore,
horizontal incorporation of ESG risks in the institution will
preserve the accountability for the implementation of
ESG risks in relevant other risk types frameworks.

However, auditors might have their own approach to ag-
gregation of risks, if it better serves the purpose of the
risk-based audit plan development. Auditable units may
be any topic, subject, project, department, process, enti-
ty, function, or other area that, due to the presence of
risk, may justify an audit engagement''. Auditable units
(AU) might not mirror the organisational structure of the
institution, therefore auditor’s risk aggregation might
differ.

In addition, the auditor’s risk assessment approach might
be impacted by the granularity of the tools the auditor
uses, e.g. how many risk-layers has the credit risk in the
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taxonomy. As a result the horizontal inclusion of the ESG
risks in other risk types might make it illegible for under-
standing the severity of ESG risk in each AU.

For example, an AU is exposed to several risks (e.g. cred-
it and reputational) which, in turn, are affected by ESG
factors. Therefore ESG factors have multiple impacts on
the AU’s risk. As well as ESG factors might have different
transmission channels for each AU’s risk exposure. Con-
sequently, it might be practically difficult to assess the
whole ESG risks exposure of AU.

Also, I foresee a challenge with the assessment of the
residual risk, as the state of controls might vary. For ex-
ample, an AU exposed to credit risk might have satisfac-
tory credit related control environment, but insufficient
controls for the ESG factors affecting the credit risk. Also,
the horizontal approach might complicate the depiction of
the risk coverage. Depending on the organisation of the
internal audit function, auditors focusing on the credit risk
might have limited knowledge for assessing the ESG fac-
tors, or vice versa.

Therefore, I believe that having ESG risk as a stand-alone
risk for risk assessment purposes will better enable an
assessment of the severity of the risk for each AU in the
institution’s audit universe. It will also enable drawing the
ESG heat map for the institution which could help the
auditor in ranking coverage priority. This approach will
help to have a comprehensive view of the institution’s
ESG risk exposure, as well as assess the level of the con-
trol environment in each AU. Otherwise, the ESG over-
view might be blurred due to delusion of ESG factors in
other risk types.

Furthermore, the auditor will be able to juxtapose the
ESG heat map with the ESG implementation plan of the
institution, which will help setting the priority for audit
coverage and effectively allocate audit resources. For
example, the ESG risks related controls in credit risk
might be under development and not ready to be audited.
Therefore, the auditor should determine priority and are-
as of audit focus.

ESG audit focus

The auditor should independently and objectively provide
assurance on matters related to the achievement of or-
ganisational objectives in accordance with Three lines
model?,

ESG risks should influence the financial institution’s strat-
egy and its business objectives. According to EBA: ESG
risks should be proportionately incorporated into the busi-
ness model analysis, in particular with regard to the
analysis of the business environment, the current busi-
ness model, the strategy analysis and the assessment of
the viability and sustainability of the business model*>.

ESG risk management is the foundation of the sustaina-
bility of the business model, as it ensures long-term value
creation. That is why it has so much attention from the
various stakeholders. Many financial institutions have

Foreningen af Interne Revisorer | Side 9



Argang 26 | Nummer 79 | December 2021

incorporated sustainability targets aligned with global
sustainability goals in their business strategy. Manage-
ment is responsible for delivering business strategy under
the board’s supervision. Because ESG strategy should
align with business strategy and focus on material risks
and business drivers, the full board will want to under-
stand the ESG messaging and how those risks are being
mitigated**. Therefore, ESG matters in the institution’s
board agenda are not “nice-to-have”, but necessary for
the board to supervise ESG issues.

Nowadays it is nice to be “green”, but institutions should
be discreet and avoid the risk of been accused of
‘greenwashing’. Greenwashing is the practice of making
an unsubstantiated or misleading claim about the envi-
ronmental benefits of a product, service, technology or
company practice®®.

There are several indicators that the greenwashing and
reliability of disclosures are receiving increased attention
from the regulators and investors. For example, DWS (a
German asset management company) shares slide 13%
after greenwashing claims prompt BaFin (a German regu-
lator) investigation'®, or over 70% of some of world’s
biggest corporate emitters failed to disclose the effects of
climate risk in 2020 financial statements. 80% of their
auditors showed no evidence of assessing climate risk
when reporting®’.

Bearing in mind the attention and interest of various

stakeholders in ESG matters, it would be advisable to

plan a comprehensive audit coverage and key areas of

ESG audit focus might be:

e alignment of the business goals with sustainability
strategy,
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e the governance and supervision of ESG risks, as ESG
issues are relevant to all committees,

e measuring and reporting the progress against the
sustainability targets,

e and also controls over the reliability of disclosures,
ESG information and communications to stakeholders.

An efficient information gathering for these audit areas
might be achieved by the auditor’s observation proce-
dures. It might be a sensible approach if the auditor par-
ticipates as an observer in the steering committees of the
institution’s ESG change programmes, or other bodies
accountable for the implementation of ESG risk frame-
works and realisation of the sustainability strategy. Audi-
tors will, in turn, understand the institution’s ESG efforts,
particularly how those efforts align with stakeholder ex-
pectations. Also, in institutions that lack ESG criteria and
reporting, the auditor has an opportunity to help the insti-
tution to increase its ESG awareness. To be a valuable
contributor to these dialogs, the auditor should possess
relevant skills.

Audit resources

Internal auditors must possess the knowledge, skills, and
other competencies needed to perform their individual
responsibilities. The internal audit activity collectively
must possess or obtain the knowledge, skills, and other
competencies needed to perform its responsibilities*®.

ESG risks are relatively new for the risk taxonomy and
their scope is very broad, affecting all activities of the
institution. That means that auditors covering ESG risks
should have broad skills and knowledge on various topics,
stretching from climate change to anti-bribery and labour
rights.

These skills are needed to address only the ESG factors
affecting the inherent risk, while in order to assess the
control environment, these skills should be supplemented
with knowledge of the credit risk, market risk and other
risk frameworks.

There can be a challenge to staff the audit engagements
with sufficient competences. I have identified several
building blocks to consider when overcoming this chal-
lenge.

Firstly, the identification of the competence gaps in the
audit function and finding the appropriate response,
whether if it should be training, hiring or co-sourcing for
the audits.

Secondly, I assume that the audit functions in large fi-
nancial institutions are already staffed with auditors pos-
sessing the needed knowledge to cover other risk types,
e.g. credit risk and market risk, which are impacted by
ESG factors. Therefore, audit function’s learning and de-
velopment plan should include the training of these audi-
tors in ESG factors and transmission channels relevant for
those risks.



Thirdly, if the audit function hires or co-sources people
with specific ESG/Sustainability skills, they can partici-
pate in the audits covering other risk types, thereby shar-
ing their knowledge with the other team members. All in
all this will help spreading and raising the knowledge of
ESG risks across the entire audit function.

Finally, it is vital to found an ESG-forum in the audit
function to share and collaborate between audit teams
delivering audit engagements for different AUs and cov-
ering other risk types. This will enable a smooth coordi-
nation of audit effort and allocation of resources, as well
as raise auditors’ awareness of ESG across the audit
function. This forum is also crucial for annual planning, as
efficient audit coverage can be achieved through engage-
ment synergies. For example, if the risk-based audit plan
covers third-party risk management, ESG-assessment of
the vendors’ due diligence can be scoped into the
planned engagement.

A few final remarks

When talking about ESG risks the key thing to keep in
mind is the connection to sustainable development, which
is the development that meets the needs of the present
without compromising the ability of future generations to
meet their own needs*®.

This means that ESG risks have vital importance both for
society as a whole and for any institution, and the high
level of attention will not diminish any time soon.

Society and institutions have started their ESG-journey
which will last for decades. There will be new regulations,
methods of measuring and increased comprehension of
transmission channels, and overall evolving awareness.

This changing environment gives many auditors valuable
opportunities to serve stakeholders by assuring the sus-
tainable development. Auditors should develop a set-up
which will help stay on top of ESG matters. The building
blocks of the set-up should be: to learn and collaborate,
be versatile and curious, and focus on stakeholders
needs, governance, transparency and reliability.

It goes without saying that there are a lot of challenges
in this evolving area. We should acknowledge the existing
uncertainties, data gaps, imperfect measures, different
speeds of change and other challenges, but these can
never justify an auditor’s inaction in promoting and facili-
tating continuous improvement.

We should act now. Therefore, I would conclude on the
auditor’s imperative regarding ESG risks in financial insti-
tutions with my favourite quote: It takes all the running
you can do, to keep in the same place. If you want to get
somewhere else, you must run at least twice as fast as
that®°!
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Things You Need
to Know About ESG

nvironmental, social, and govern-
ance (ESG) issues represent a
growing area of focus among
today’s stakeholders. In the
World Economic Forum'’s Global
Risks Report 2021, businesses
surveyed point to multiple ESG-
related risks high in likelihood
and impact, including extreme
weather events, climate action
failure, natural resource crisis,
and infectious diseases. The report noted each as a threat
not only to business activities, but to resilience of social
infrastructure, emphasizing both economic and societal
challenges.

Business leaders, according to the KPMG 2020 Global
CEO Outlook survey, face increased pressure to address
these challenges. Nearly 80% of CEOs polled say their
effectiveness in managing ESG risks and opportunities will
play a role in determining if they can keep their job over
the next five years. In fact, leaders are already called to
account for the way they navigate these risks — and for
their ability to turn them into strategic advantages.

But ESG risks are complex and dynamic, making
them challenging to predict, monitor, and manage. They
also are highly prolific, with the potential to impact busi-
ness growth trajectories. An unanticipated severe weath-
er event, for example, can cause physical damage to in-
frastructure, resulting in a standstill of business activities,
job loss, stranded asset values, penalties from failure to
deliver on contractual commitments, and even increased
insurance premiums. The consequences can be severe
and long-lasting.
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Internal auditors should consider

several key questions when

examining their organization’s

environmental, social, and Cherine Fok
qovernance aCtiVitiES. Illustration by Sandra Dionisi
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5 THINGS YOU NEED TO KNOW ABOUT ESG
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Internal auditors must keep abreast
of ESG developments and carefully
consider their potential impact on the
organization. The audit function plays
an important role in ensuring ESG is-
sues are cascaded down the organiza-
tion’s three lines (see "The IIA’s Three
Lines Model” next page) and acting
as a steward for the relevance and
reliability of ESG data. And because
the audit committee regularly reviews
internal audit’s effectiveness, the com-
mittee’s oversight extends to the pro-
cesses for managing ESG information.
With these considerations in mind,
internal auditors must ask, and have
answers to, five key questions regard-
ing the organization’s ESG-related
activities.

1. Has the organization estab-
lished a structured ESG frame-
work? If so, how is it integrated
with the Three Lines Model?

A structured ESG framework provides
clarity on sustainability objectives and
governance over topics that are mate-
rial to an organization. Integrating the
ESG framework with the existing risk
management system reduces the risk
that deficiencies may be undetected,
as mismanagement of material ESG
factors may cause organizations to
deviate from achieving their strategic
and operational objectives. For exam-
ple, water often constitutes a material
issue for food production companies. If
the company secures a comparatively
low cost for water use, it provides a
strategic opportunity and a competi-
tive advantage. At the same time,
risks related to water include scarcity,
which causes escalating water prices
and disruption to supply.

Viewing risks through an ESG lens
helps the organization and the internal
auditor focus more acutely on the ESG
implications of both new and existing
risks. For instance, occupational health
and safety is an ESG issue widely
found in risk registers. It is not a new
risk. However, applying an ESG lens
draws attention to the wider social
connotation of “occupational safety.”
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For example, are safety practices in
the workplace tracking local regulatory
requirements and wider and emerging
societal expectations such as mental
wellness? An ESG perspective also
helps stakeholders realize that manag-
ing this risk effectively can increase
social capital, enhance enterprise val-
ue, and even allow the company to
expand its socioeconomic contribu-
tion.

ESG risks should be closely moni-
tored as part of the Three Lines Model.
When examined in this context, ESG
features prominently within each of
the three lines:

¢ Line 1 — Management should take
a proactive role in determining ma-
terial ESG factors and actively seek
to mitigate their potential impacts.
This effort could include setting
ESG policies and procedures that
are aligned with the organization’s
sustainability objectives.

¢ Line 2 — Risk and compliance func-
tions should provide tactical over-
sight, guidance, and challenge, and
work closely with management on
ESG-related matters.

¢ Line 3: The internal audit function
needs to help ensure management
is on the right track in managing
material ESG factors.

2. Does the organization possess
the expertise, and a suitable cul-
ture, to manage ESG effectively?
While some ESG issues may fall within
traditional functions, others may not
be as clear cut. Areas such as green
innovation, for example, may reside
under strategy and research and de-
velopment functions where outcomes
are less defined. Or the procurement
team may have been tasked with in-
corporating ESG considerations in its
supplier policies despite knowledge
gaps around technical understanding
and evolving science. Internal auditors
should assess whether additional ex-
pertise is necessary to supplement
what an organization can accomplish
in house. Moreover, preparedness to
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More than 800/0 of managers and eXECUtIVES across the U.S., U.K., France, and Germany say

their company has a formal ESG program in place, according to a recent Navex Global survey.

THE IIA'S THREE LINES MODEL

can establish a sustainability function and provide suitable capacity building to support the management and

The Three Lines Model should encompass environmental, social, and governance (ESG) issues. Organizations

oversight of ESG-related concerns, with internal audit providing independent assurance.

Accountability to stakeholders for organizational oversight

Governing body roles: integrity, leadership, and transparency

GOVERNING BODY

1 1

MANAGEMENT

Actions (including management risk) to achieve
organizational objectives

First line roles:
Provision of products/
services to clients;
managing risk

Second line roles:
Expertise, support,
monitoring, and chal-
lenge on risk-related

matters

1 1

INTERNAL AUDIT
Independent assurance

Third line roles:
Independent and objec-
tive assurance and
advice on all matters
related to the achieve-
ment of objectives
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KEY: Accountability,
reporting

Delegation, direction,
resources, oversight

Alignment, communication,
coordination, collaboration

embrace sustainability may differ from
one organization to another. Building
ESG key performance indicators into
balanced scorecards and remuneration
frameworks can drive the success of
ESG adoption.

A strong sustainability culture ex-
ists when leadership establishes a
clear directive that ESG is integral to
organizational purpose and values —
and therefore core to business strate-
gy. Everyone throughout the organiza-
tion must understand that sustainabil-
ity is an imperative, with each individ-
ual committed to the same vision and

outcomes. Auditors can find evidence
of this commitment in the establish-
ment of ESG considerations within risk
management processes, decision-
making metrics, balanced scorecards,
and remuneration frameworks. But
these formal structures alone cannot
drive sustainability. Practitioners also
should make sure individuals are fully
engaged on ESG topics and have
adopted a growth mindset to embrac-
ing it.

3. Which ESG topics are being
measured and reported, and why?
Internal auditors should not set the

organization’s ESG strategy, but they
must understand stakeholder priori-
ties, material ESG issues, and most
importantly, the intersection between
the two. Ultimately, internal and exter-
nal reporting should reflect both cur-
rent state (what the organization is
doing) and future state (what the or-
ganization intends to do), with metrics
showing the efficacy of ESG initiatives.
Internal auditors need to understand
how ESG brings new risks to the or-
ganization’s business model and op-
portunities for growth and transfor-
mation. Each organization will have its
own mix of ESG priorities, encompass-

Foreningen af Interne Revisorer | Side 15



Argang 26 | Nummer 79 | December 2021

g

e
&

ENVIRONMENTAL
SOCIAL
GOVERNANCE

5 THINGS YOU NEED TO KNOW ABOUT ESG

TO COMMENT
on this article,
EMAIL the
author at cherine.
fok@theiia.org

ing those that are key to its business
success and important to stakehold-
ers.

4. What processes and controls
already exist over ESG data collec-
tion and reporting?

Data collection — especially in global,
multiline businesses — can be chal-
lenging. For instance, many businesses
currently report on their greenhouse
gas emissions using the Greenhouse
Gas Protocol, a global standard
launched in 2001 by the World Re-
sources Institute and the World Busi-
ness Council for Sustainable Develop-
ment. The protocol outlines a clear
standard recognized by most investor
groups. But tracking greenhouse gas
emissions requires that each office,
division, region, and business line is
aligned on metrics, reporting style,
cadence, and other areas. In addition,
traditional approaches to risk manage-
ment — even with horizon scanning to
identify new and emerging risks —
may not be sufficient for effective ESG
management, as they typically exam-
ine the manifestation of risks within a
predetermined time frame.

The Financial Stability Board’s
Task Force on Climate-related Finan-
cial Disclosures recommends the use
of scenario planning, sensitivity analy-
sis, and stress testing to ascertain an
organization’s resilience against cli-
mate risks. Those tasked with risk
management and sustainability initia-
tives should harmonize their processes
to facilitate cross-sharing of infor-
mation and data control activities.
Internal auditors should ask probing
questions to understand the proce-
dures and controls in place and assess
their effectiveness.

5. What is the organization cur-
rently publishing in its ESG report-
ing?

Different reporting styles come with
different levels of rigor. The data’s
importance to an organization’s overall
ESG strategy, risk appetite, and finan-
cial materiality should align with the
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corresponding regulations and levels of
risk associated with the data. Thor-
oughly assessing these areas should
help determine the reporting method.
Likewise, ESG information included in
a management analysis should be
monitored with the same rigor as tra-
ditional financial metrics. A data-driven
ESG approach helps make conceptual
risks real and can more practically
inform corporate strategy. Internal
auditors should consider the risks as-
sociated with reporting strategies for
certain metrics — especially as stake-
holder demands rapidly increase —
and help ensure the accuracy of dis-
closed data and measures.

KEEPING ESG ON TRACK

In an increasingly volatile environ-
ment, internal auditors play a critical
role in helping the organization accom-
plish its goals by ensuring a sys-
tematic, disciplined approach to ESG.
Material ESG issues should be ad-
dressed in the structured ESG frame-
work — and when assessed to be of
high impact and probability, these is-
sues should be monitored through the
organization’s established enterprise
risk management processes. Internal
audit also should assess the risks that
may not be covered in the framework,
making sure adequate and effective
measures are in place to address
them. Using a thoughtfully considered
approach, internal audit can help en-
sure the organization’s overall ESG-
related risk is managed effectively and
that any residual ESG risks can be
mitigated to an acceptable level.

Cherine Fok, CA, is director, Sustain-
ability Services, at KPMG in Singapore.

This article was reprinted with permis-
sion from the June 2021 issue of Inter-
nal Auditor magazine, published

by The Institute of Internal Auditors,
Inc., www.theiia.org
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SIDSTE NYT OM ESG

Finanstilsynet har offentliggjort konklusionerne fra sin temaundersggelse af oplysningskrav under disclosureforordnin-
gen (art 3 om gennemsigtighed i forbindelse med politikker for baeredygtighedsrisici)

Finanstilsynet har gennemfgrt to undersggelser af implementeringen af disclosureforordningens artikel 3 blandt en
reekke pengeinstitutter og pensionsselskaber.

Finanstilsynet finder, at implementeringen blandt disse virksomheder har betydeligt rum for forbedring pa en raekke
punkter, herunder isaer i forhold til nuanceret at identificere baeredygtighedsrisici specifikt for den givne virksomheds
investeringer samt hvor og hvordan disse risici konkret integreres i investeringsbeslutningsprocessen henholdsvis inve-
sterings- eller forsikringsradgivningen.

Finanstilsynet har opsummeret fglgende punkter som de anser for best practice for, hvordan selskaberne opfylder art
3:

e Indeholder en klar vurdering af baeredygtighedsrisici, som defineret i disclosureforordningens artikel 2 stk. 22.

o Foretager en nuanceret og virksomhedsspecifik vurdering af, hvordan forskellige baeredygtighedsrisici, forstaet som
risikoen for en negativ indvirkning p8 veerdien af en investering, gor sig gaeldende pa tvaers af den givne virksom-
heds typer af investeringer, saledes at slutinvestor far et fuldt billede af virksomhedens eksponeringer.

o Beskriver hvor og hvordan baeredygtighedsrisici integreres i investeringsbeslutningsprocesser henholdsvis investe-
rings- og forsikringsradgivning, saledes at slutinvestor informeres om, hvordan virksomheden konkret tager hgjde
for de identificerede risici.

o Er lettilgaengelige pd virksomhedernes hjemmesider i form af en selvstaendig politik for integration af baeredygtig-
hedsrisici eller er klart afgraenset i et afsnit for integration af baeredygtighedsrisici i en mere overordnet politik pa
omradet

o I praksis bliver udmgntet i den pageeldende finansielle markedsdeltagers investeringsbeslutningsprocesser samt nar
den finansielle radgiver yder investerings- og forsikringsradgivning.

Link til rapporten pa Finanstilsynets hjemmeside
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Identifikation og risikovurdering af
ikke-finansielle risici

Martin Tripax,
Senior Manager,
Deloitte

Christian Barrett,
Manager, Deloitte

N&r puslespillet ikke kan samles af en funktion alene.

Indledning

I en verden som bliver mere og mere kompleks som fglge
af lovgivning, teknologi og begivenheder som Covid-19,
er der kommet en erkendelse af, at det kraever en mere
struktureret og malrettet indsats, hvis der skal ske en
effektiv styring af risici. Dette vil omfatte implementering
af et stgrre rammeveerk som omfatter alt fra governance
til rapportering:

Psikovurdering
Overvigning

Et af de fgrste skridt mod en mere sammenhangende
tilgang til hdndtering af ikke-finansielle risici er sikring af
en fzlles forstdelse og begrebsramme for risici, sdledes
at der kan ske identifikation og risikovurdering af disse.
De ikke-finansielle risici er identiske med de risici der i
bilag 2 i ledelsesbekendtggrelsen hedder operationelle
risici og IT-risici.
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Kategorier af risici

For banker er det et regulatorisk krav at have en effektiv
proces for identifikation af ikke-finansielle risici. I praksis
er det dog en udfordring, fordi der mangler et feelles defi-
nition- og klassifikationssystem for disse risici.

I Deloitte benytter vi en fzelles risiko-taksonomi, som her
bliver gengivet i en forsimplet form for at give et bud p3,
hvad en s8dan taksonomi kan indeholde. Den er delt op i
to klasser. De finansielle risici og de ikke-finansielle risici.

Risikoklassen med finansielle risici er de traditionelle risi-
ci, som har en direkte effekt pa virksomhedens finansielle
situation, hvorimod risikoklassen med ikke-finansielle
risici kan have en afledt effekt p& de finansielle risici men
de kan ogsd have en effekt helt adskilt fra de finansielle
risici. Et eksempel pa det kan f.eks. vaere et stort hacker-
angreb. Dette er senest sket for den svenske bilfabrikant
Volvo, som var ramt af et stgrre hackerangreb, hvor der
blandt andet blev stjdlet data vedrgrende forskning og
produktudvikling.

De ikke-finansielle risici kan ofte veere teet forbundne,
hvilket kan betyde, at en gennemgang fra compliance-
funktionen ikke er tilstraekkelig. Et eksempel pd dette kan
vaere markedsmisbrug og fejl i den lovpligtige markeds-
overvagning. Her vil der vaere en compliance risiko i for-
hold til om lovgivning vedrgrende markedsmisbrug over-
holdes, der vil vaere en IT-risiko i forhold til opsaetning af
markedsovervagning samt operationel risiko i forhold til
manuelle fejl i den Igbende overvagning.

Det kan ogsd naevnes, at tendenser sdsom brugen af
Cloud kan medfgre flere risici som har vidt forskellige
karakter og tilsvarende vil vaere geeldende for den gget
brug af hjemmearbejdspladser.

De finansielle risici fremgar herunder:

Kreditrisiko

Markedsrisiko

Renterisiko pa banking book

Likviditetsrisiko

De ikke-finansielle risici defineres som veerende gvrige
risici end kreditrisiko, markedsrisiko, renterisiko og likvi-
ditetsrisiko. Det er altsa alle de risici som ikke er finan-
sielle risici.

De forskellige kategorier af ikke-finansielle risici kan ses
pa naeste side:
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lkke- Operationel risiko
finan- ) —
sielle Compliance risiko
risici

IT-risiko

Cybersikkerhedsrisiko

Adfaerdsrisiko

Juridisk risiko

Modelrisiko

Tredjepartsrisiko

Strategisk risiko

Omdommemaessig risiko

Til inspiration kan der nedenfor ses eksempler pa risici
der er teet forbundne:

Eksempler pa risici, som er tet forbundne

= GODPR (compliance risiko), outsourcing (compliance risiko og tredjepartsrisiko)
samt cybersikkerhedsrisiko

= Markedsmisbrug (compliance risike) og fejl i den lovpligtige markeds-
overvagning (IT-risiko eller operationel risiko)

* Manglende handtering af kendte svagheder i kontrolmiljget (operationel risiko)
kan vaere relateret til forskellige former for compliance risiko

« Utilstraekkelig styring af adgangsrettigheder (cybersikkerhedsrisiko) og svindel
(operationel risiko)

* Adfeerdsrisiko og vildledning af kunder (compliance risiko)

= Fejli aftalevilkar (juridisk risiko og/eller operationel risiko), tredjepartsrisiko
5amt0md|:lmmer|5|ko

* Rapportering af mistaenkelige transaktioner til S@IK (compliance risiko) og fejl i
den forbindelse (operationel risiko)

* Kreditrisiko / markedsrisiko / forsikringsrisiko er forbundne til modelrisiko.

I konstant forandring

En risiko-taxonomi ma ikke betragtes som vaerende sta-
tisk. Den vil veere i evig forandring og andre sig i takt
med, at der kommer ny viden p& omréder, nye teknologi-
er bliver introduceret og faenomener opstar.

Som naevnt tidligere kan f.eks. gget brug af hjemmear-
bejde medfgre et kryds af flere kategorier af risici. Giver
det en gget sandsynlighed for operationelle fejl n&r kom-
munikation i hgjere grad er digital, er der en stgrre IT-
risiko og eller cybersikkerhedrisiko ndr medarbejdere
arbejder hjemmefra? Der kan eventuelt ogsd vaere juridi-
ske risici i forhold til arbejdsmilja.
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Det kraever et bredt kompetencesat, hvis en medarbej-
der skulle afdeekke samtlige kategorier og kunne lave en
fuldsteendig risikovurdering af f.eks. hjemmearbejde.
Dette skyldes at kategorierne spaender bredt og kraever
indsigt i lovgivning, IT sdvel som kendskab til virksomhe-
dens processer og vurdering af konsekvenser ved operati-
onelle fejl.

Det er vores anbefaling, at de tre forsvarslinjer og direkti-
onen aktivt deltager i udviklingen af virksomhedens taxo-
nomi. Dels for sikring af den fzelles forstaelse, men ogsd
for at sikre, at der sker udpegning af primaer ejer for hver
kategori. En ejer skal forstds som hvem der i 2. forsvars-
linje har det primaere ansvar for en kategori. Der vil for-
venteligt vaere mange ejere i 1. forsvarslinje for de enkel-
te kategorier.

En sadan gvelse vil sikre dels ejerskab pd et omrade,
men i lige s3 hgj grad, at der ggres brug af de rette kom-
petencer sdledes at juridiske risici og compliance risici
bliver handteret af en medarbejder med kvalifikationer
indenfor dette.

Faldgruppen ved de ikke-finansielle risici er, at de ikke
betragtes som vaerende komplekse, og vigtige perspekti-
ver fra forskellige eksperter undlades. For eksemplet med
hjemmearbejdspladsen kunne det vaere at risikoen ude-
lukkende blev belyst ud fra et IT-perspektiv og juridiske
perspektiver var undladt sdsom arbejdsmiljg mm.

De fleste finansielle virksomheder har forgget deres ud-
gifter til styring af de ikke-finansielle risici og nogle af de
virksomheder vil ogsd have bygget komplekse ramme-
veerk til styring af de ikke-finansielle risici. Dette alene er
dog ikke ngdvendigvis nok. Det er vigtigt at virksomhe-
den forstar sin risikoprofil i forhold til de ikke-finansielle
risici, hvordan de er forbundet, hvordan de skal vurderes
samt mitigeres. En velfungerende risiko-taksonomi kan
afhjeelpe dette, ved at understgtte identifikation og vur-
dering af risici. Dette kombineret med ejerskab bidrager
til, at det er relevante medarbejdere som styrer de ikke-
finansielle risici og dermed reflektere de stigende regula-
toriske krav pa omradet.

En feelles risiko-taksonomi vil blandt andet bidrage til:

e Der skabes en ensartet forstdelse pa tveers af virk-
somheden

e Der skabes et fundament for tildeling af ansvar og
ejerskab, da det er muligt at identificere hvilken kom-
petenceseaet der er ngdvendige for en given risiko

e Der sker en reduktion i kompleksitet da underkatego-
rier bliver fordelt ud til medarbejdere med de rette
kompetencer.
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Gor dig selv den tjeneste - Ga ind og oplev Internal Auditor Magazine.

Er du ligesd glad for Ia (Internal Auditor) magasinet som os, s& er det gratis tilgeengeligt i en digital ud-
gave via hjemmesiden InternalAuditor.org eller direkte via app til bade iOS og Android. S& uanset hvor du
er, sd har du adgang. Bemzerk dog at du fgrst skal anmode om adgangen via dine medlemsoplysninger pa
www.iia.dk.

Artiklernes indhold er nu ogsa linket til emner, sd gnsker du viden inden for bl.a. Governance, Risk, Com-
pliance eller Fraud - s3 er det virkelig nemt.

Ia magasinet er kdret som den fgrende kilde der leverer det mest relevante indhold til erhvervet Intern
Revision i realtime, og med flere platforme og 24 /7 adgang, er det lettere end nogensinde at holde trit
med det udviklingen indenfor feltet intern revision.

Den digitale udgave af Ia er en fuld replikeret version af magasinet, sd du kan se hele udgaver og bladre
mellem siderne - ligesom den trykte udgave. Du finder en raekke navigationsveerktgjer til at gennemse
artikler samt bonusvideoindhold parret med udvalgte funktionsartikler.

Arkivet for den digitale udgave gar tilbage til februar 2004 og er fuldt sggbare s& du kan udnytte dets
robuste sggefunktion for at identificere artikler af interesse.

www.InternalAuditor.org @ ! The Institute Of

www.theiia.org

Internal Auditors
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Anvendelse af konsulenter i Intern
revision

Morten Bendtsen, Koncernrevisions-
chef CIA, Alm. Brand,
Bestyrelsesmedlem i IIA Danmark

Indledning

Den interne revision star over for en stadig mere kom-
pleks forretningsmodel, nye risici og trusler, produkter
og systemanvendelser og leverancemodeller hertil kom-
mer, at reguleringen af den finansielle sektor er stadig
stigende og omfangsrig.

Hvordan sikrer man, at den Interne revision er relevant
og fglger med den udvikling virksomheden udstikker?

I Alm. Brand besluttede vi at lukke en stilling i Intern
revision ned og i stedet anvende budgettet p& konsulen-
ter. I december 2019 gik vi ind i en udbudsrunde.

Udbud og operating model
Vi indbgd EY, Deloitte, PWC og KPMG til at byde p& opga-
ven, hvor vi bl.a. lagde vaegt pa fglgende:

e En konkurrencedygtig og fleksibel prissaetning

e Mulighed for op-/nedskalering af opgaver og timer

e Evnen til at bidrage med laering til Intern Revision

e Fag- og branchekendskab og bidrag med "Best Prac-
tice”

e Profiler og kompetencer

En anden vaesentlig forudsaetning bestod i, at Intern revi-
sion stadig skulle "eje” opgaven, og dermed at opgaverne
ledes af Intern revision og Igses i overensstemmelse med
Intern revisions revisionsproces og rapporteringsformat.

Revisionsprocessen pa en konkret opgave kan se sdledes
ud:

Revisionsprocessen

o Opfakgning pb revisonmanbelsinger

m&w Uge 46-47
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Konsulenter skal betragtes som insourcing af seerlige
kompetencer pa teamet med det formal at gge vaerdiska-
belsen af Intern revisions ydelser.

Lasning af opgaver skal kvalitetssikres efter revisionshu-
set gaeldende principper, hvilket skal dokumenteres over-
for Intern revision.

Intern Revision skal modtage input til observationer og
anbefalinger, jf. rapporteringsformat. Revisionsrapporten
skrives eller faerdigggres af Intern revision og koncernre-
visionschefen er underskriver pa revisionsrapporten.

Intern Revision skal modtage daekkende dokumentation
for det udfgrte arbejde, som bliver en del af Intern revisi-
ons dokumentation for opgavelgsningen.

Observationer og anbefalinger registreres i Intern revisi-
ons bemeerkningsdatabase, og der kgrer kvartalsvis op-
fglgning og rapportering til direktioner, koncernledelse og
revisions- og risikoudvalg.

For ledelsen og revisions- og risikoudvalg er der sdledes
ingen forskel p& om opgaven lgses med bidrag fra konsu-
lenter eller alene af medarbejdere i Intern revision.

Valg af samarbejdspartner

Processen for udbud, udveelgelse og kontraktindgdelse
blev foretaget med assistance fra Indkgb og jf. koncer-
nens indkgbsproces i gvrigt.

Vi valgte at g& med EY, og aftalen indbefattede en tids-
ramme pd 650 timer til konkret opgavelgsning.

Som udgangspunkt gnskede vi assistance til fglgende
opgaver:

e Selvbetjeningslgsninger for indtegning og produktaen-
dringer

e Digitalisering af skadesbehandling

e Mikrotarifering og prisaendringer

e Agil udviklingsmodel

e Robotter

e Overvdgning af investeringsrammer og beregning af
rammeudnyttelse

e Intern kontrol og datakvalitet i Aktuariatet

e Funktionsundersggelse af Compliance (udfgrt af Delo-
itte opfglgning fra 2019)

I 2020 endte vi med at udnytte 580 timer i rammen og
lgse 5 opgaver i samarbejde med konsulenter. Arbejdet
medfgrte, at vi udgav 7 revisionsrapporter og vi oplyste
heri at ” Revisionen er udfgrt med assistance fra E&Y,
Financial Services” eller ” Deloitte, Audit & Assurance,
Compliance Team”, ellers lignede alt sig selv.

I 2021 valgte vi at g& med Deloitte, da EY blev vores
valgte revisor. Vi s§ det som et problem, at EY skulle
udtale sig om intern revision jf. revisions-bekendtggrelsen
§ 8 og med den anden hand veere bidragsyder til opgave-
Igsningen i intern revision.



Grundet frasalg af Alm Brand Bank blev tidsrammen re-
duceret til 440 timer.

Deloitte skal yde assistance til falgende opgaver:

e Agil udviklingsmodel (over flow fra 2020)

e Cloud

e Cyber

e Chatbots (robotter)

e PEP og sanktionslister (ibrugtagning af nyt system)

I 2021 har vi valgt at have fokus pa teknologisiden i og
med det er der Alm. Brand har en raekke strategiske fo-
kusomrader fx gnsker virksomheder at opgive sin egen
infrastruktur (datacentre m.v.) og flytte i “skyen”, men
0gsd at omraderne indeholder nye risikobilleder, som
forretningen skal tage hgjde for og vaere opmaerksomme

pa.

Revisions- og risikoudvalg samt bestyrelser udviser ligele-
des stor interesse for fx Cyber og Cloud og har en for-
ventning om, at vi har emnerne som fokusomrader og en
del af vores revisionsaktiviterne.

Arbejdsdelingen pa en konkret opgave kan se saledes ud:

Deloitte.
Brand

* Sikring af overblikket over processen « Planlagning samt sikring af overblikket over processen

* Faciliterer mader omkring processen * Riskovurdering
+ Kontroloverbiik
+ Test af kontraller
= Gennemgang af dokumenter, sisom farretningsgange
+ Stikprovetest af dokumentation
* Best practice
* Udarbejdelse af udkast til afslutningsmedeplancher
v af udkast tl r pport

+ Input til afslutningsmode plancher og
revisionsrapport

+ Sparring emkring opgaven

* Fardiggerelse af afslutningsplancher og
revisionsrapport

I &r er det vores forventning at alle opgaver Igses.
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Erfaringer m.v.

Fgrste og meget vigtige punkt er, at vi er lykkedes med
at integrere konsulenterne fuldt ud i Intern revision bade
internet i vores metodik og rapportering og udadtil i for-
hold til forretningen. Det er helt afggrende, at konsulen-
terne ikke star ved siden af Intern revision og kerer deres
eget Igb, men er en ligevaerdig bidragsyder til den interne
revisionsydelse ligesom gvrige medarbejdere i Intern re-
vision.

Samarbejdet med konsulenter har dernaest givet os ad-
gang til kompetencer, som vi som mindre revisionsafde-
lingen ikke kan “drifte” selv, og vores produkt palette af
revisionsydelser er i princippet nu ubegraenset.

Samarbejdet har ligeledes givet os en sparringspartner pa
@gvrige opgaver, som kan agere som supplement til vores i
gvrigt gode samarbejde med vores valgte revisor (EY).

Der, hvor vi fremadrettet skal have @get fokus, er
"bidraget til leering i Intern Revision” bredt set. Vi skal
sikre at alle i Intern revision fgler sig trygge ved at bevae-
ge sig ind pa nye omrader sammen med konsulenterne.
Det vil kraeve en tidsmaessig investering.
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INTERNATIONAL
CONFERENCE

CHICAGO. ILLINDIS, USA / 17=20 JULY

Language Translations

Sessions

The IIA's International Conference is the premier training and networking event for internal audit
1 7_20 Ju Iy 2022 professionals worldwide. The IlA is preparing a world-class program focused on delivering topical
and forward-thinking presentations to our in-person and virtual audience.

Why should | attend?

1 Experience a comprehensive program focused on timely, global issues impacting the profession.
2 MNewwork with like-minded colleagues from public and private sector organizations.

Earn up to 18 CPE in support of your llA certifications.

4 Share and discuss innovative ideas and concepts with recognized thought leaders, speakers, and practitioners from around the
world.
5 Participate in interactive sessions on pressing topics such as emerging technology trends, culture, ethics and governance, fraud
prevention, financial services, risk, and CAE insights.

6 Engage with leading-edge producr, service, and technology providers with innovative offerings to help you succeed.
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https://ic.globaliia.org/Pages/about.aspx

Internal Audit Assessment Tool for
Audit Committees

| Miguel Zorita Gil, MBA, Internal Audit
Manager, Nordea

Introduction

The Institute of Internal Auditors (IIA) has in January this
year published a paper?, which describes how the audit
committee (AC) can assess the internal audit function
(IA). The objective of this article is to provide a summary
of the content of the referenced publication, as a way of
introduction to the topic.

In line with the three lines model, IA is responsible for
providing independent and objective assurance on the
adequacy and effectiveness of internal processes. To that
end, the company board of directors and their audit com-
mittees (AC) rely on IA to provide them with good quality
input across all the areas subject to review from an IA
perspective (such as governance and risk management).
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Figure 1: The Three Lines Model

As a result, IA needs to be subjected to regular scrutiny
and review to ensure that the work undertaken by audi-
tors is of the expected quality, to enable the AC to fully
rely on their work, and also for the AC to better under-
stand the overall quality of the services provided by IA,
as well as its level of independence, objectivity and skep-
ticism.

What are the main benefits of monitoring the per-
formance of IA?

Some of the benefits of a robust monitoring of the IA
function include:
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e Improving the understanding of IA effectiveness and
efficiency of its work.

e Ensuring that the efforts of IA support the strategic
objectives of the company, board and AC.

e Providing the AC with valuable input on key topics
such as the effectiveness of controls and risk manage-
ment.

e Identifying opportunities to improve the efficiency
and/or effectiveness of the IA activity.

e Finding ways to improve the relationship with external
auditors or other third parties.

e Allowing basis for an honest dialogue between IA, the
AC and the board.

Besides these questions, members of the board and the
AC should also consider including questions related to
their own oversight of the IA activity to the assessment
tool, to make the assessment more tailored to the organi-
sation’s needs and/or characteristics (for example, is the
assessment effective in helping leadership and IA activity
leaders understand the role of IA in the organisation and
the need or opportunities for changes in its role?)

The IA assessment tool also prevents that the AC or the
board assume that all is well under control, as this could
result in the failure to identify potential weaknesses or
further opportunities for improvement within the IA func-
tion, and subsequently, within the organisation.

What are the main targets to be achieved with the
Audit Assessment Tool?

The key objective of the assessment tool is to provide the
AC and the board with a clear evaluation of:

e The quality of the services and sufficiency of resources
provided by IA.

e The robust and constructive dialogue between IA and
the AC.

e The balance between IA’s independence and its role as
a key resource for the organisation.

The IIA assessment questionnaire is organised into 3 sec-
tions to cover the above areas.

Quality of the services and sufficiency of
resources provided by IA

Overall, the aim of the different questions in this section
is to ensure that there is a robust process in place to
guarantee a good quality of the IA services, by consider-
ing the AC’s ability to evaluate the IA function, its adher-
ence to internal and/or external standards, the quality of
its reports, its general impact towards the organisation or
its use of the available resources. amongst others.

In order to have a detailed evaluation of the quality of the
services provided, the audit assessment tool includes a
sample of questions across different areas, such as
“Performance and Expectations”, "“Adding Value” or
“Team qualifications and makeup”, amongst others.
These are intended to cover the key areas on which the
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AC should have a clear view, in order to have a good
quality oversight of the IA function.

The questions below are examples of questions that can
be used as part of the audit assessment tool, across the
above-referenced areas, respectively:

e Were matters IA brought to the ACs attention rele-
vant?

e Is the audit plan organised so that issues can be de-
tected in a timely fashion and audits can be complet-
ed as expected?

e Does the IA activity lend its expertise to key imple-
mentation initiatives, such as compliance with new
laws and regulations, an unexpected event like the
COVID-19 pandemic, or the organisation’s implemen-
tation of enabling technology?

e Is the AC aware of whether IA has the right resources
and competency to do its work competently and deliv-
er on the AC’s goals?

Communication and interaction with the
IA team

Having a robust and constructive dialogue between IA
and the AC is fundamental to ensure a good oversight of
the IA function by the board and AC. There are two main
areas in which the assessment should focus, “The Work-
ing Relationship” and “Quality of Communications”.

The questions below are examples of questions that can
be used as part of the audit assessment tool across the
areas referred to above, respectively:

e Does IA feel comfortable bringing up important and
sometimes difficult issues? Does the AC have execu-
tive sessions with the CAE without management?

e Are IA communications well-organized and clear?
Does the AC consider these to be high-impact report-
ing with high-quality visuals?
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Auditor independence, objectivity and
professional skepticism

IA independence is normally achieved through a dual
reporting relationship, to management from an adminis-
trative perspective, and to the AC for strategic direction
and accountability. Ensuring the balance between being
independent whilst still playing an important role in the
organisation can be achieved by asking the right ques-
tions across areas such as “Best Practices”,
“Independence”, “Objectivity” and “Skepticism”.

The questions below are examples of questions that can
be used as part of the audit assessment tool across these
areas, respectively:

¢ What is the rationale for the team’s organisational
structure and is there a need to consider realigning
the structure within the CAE'’s strategic vision of the
department?

e Are there continuous development plans for staff
members?

e Is the independence of the IA activity accepted and
respected? Is the IA activity considered trustworthy
and confidential? Is the IA activity able to resist pres-
sure to minimise or limit audits or to succumb to oth-
er favors asked by management?

¢ Have IA team members been able to maintain an un-
biased and impartial mindset in all engagements?

To sum up, the assessment tool should be utilised by ACs
to better understand if IA is playing a valuable role for
the company and whether room for improvement might
still exist. The questionnaire in the IIA paper provides
ample inspiration for the ACs in designing their own as-
sessment tool.

Notes

! “Internal Audit Assessment Tool” for Audit Committees;
IIA, January 2021. Link to the article: https://
na.theiia.org/about-ia/PublicDocuments/Internal-Audit-
Assessment-Tool.pdf
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Bekendtggrelse om ledelse og sty-
ring af pengeinstitutter m.fl. - Fokus
pa it-strategi, it-risikostyringspolitik
og it-sikkerhedspolitik

Kim Stormly Hansen, Special
Advisor, Nykredit

Indledning

Den 26. juni 2021 trddte den nye bekendtggrelse om
ledelse og styring af pengeinstitutter m.fl. i kraft. Specielt
bilag 5 vedrgrende it-strategi, it-risikostyringspolitik og it-
sikkerhedspolitik er blevet vaesentligt opdateret, primaert
som fglge af indarbejdelse af kravene i EBAs retningslin-
jer om Information Communication Technology (ICT) and
Security Risk Management.

Det er Finanstilsynets holdning, at der herved ikke er sket
en skeerpelse af kravene, idet disse krav allerede indgik
som fortolkningsgrundlag under de eksisterende regler.
Finanstilsynet har oplyst, at kravene er blevet konkretise-
ret, s de bliver mere eksplicitte og dermed nemmere at
ga til for de omfattende virksomheder.

Ser man imidlertid pd de svar der er afgivet i forbindelse
med bekendtggrelsens hgring, betragter stort set alle
hgringsparter kravene som veesentligt skeerpede. Om der
er tale om skeerpede krav, skal jeg ikke vurdere, men
hvis virksomheden anvender 1SO2700x som reference-
ramme til strukturering og styring af it-anvendelsen og
eksempelvis it-sikkerhedshdndbogen er struktureret her-
efter og revisor derfor tidligere har anvendt ISO 2700x
som referenceramme i relation til revisionen, er der en
reekke omrader, man ikke i samme omfang vil daekke i
relation til kravene i bilag 5. Det er min identifikation og
vurdering af de vaesentligste af disse punkter, jeg vil gen-
nemg3 i det falgende.

Indledningsvis vil jeg dog lige bergre proportionalitetsbe-
stemmelserne i relation til bilag 5. Tilsynet skriver, at
“proportionalitet indebeerer, at den enkelte skal overholde
bestemmelserne p§ en m8de, der st8r i et rimeligt forhold
til og tager hensyn til virksomhedens stgrrelse, dens in-
terne organisation og anvendelse af en feelles datacentral.
Desuden skal det st8 i et rimeligt forhold til omfanget,
kompleksiteten og risikoen ved de tjenesteydelser og
produkter, som virksomheden leverer eller har til hensigt
at levere.”

Ved anvendelse af en faelles datacentral lsegges der veegt
pa, i hvilket omfang virksomheden far leveret sin forret-
ningskritiske IT fra en feelles datacentral. Det skal i den
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forbindelse sikres, at der er klare aftaler og greenseflader
mellem datacentralens opgavevaretagelse for virksomhe-
den og de kontrol- og sikringsforanstaltninger, som virk-
somheden selv varetager for at kunne opfylde bestem-
melserne.

Erfaringsmaessigt er det dog ikke altid sikkert, at virk-
somheden og tilsynet fortolker proportionalitet ens. Mere
om proportionalitet kan ses i "Hgring over udkast til be-
kendtggrelse om ledelse og styring af pengeinstitutter
m.fl af 10. februar 2021"

Det er vigtigt, at man forstar Finanstilsynets definition af
2 centrale begreber i bilaget:

IT-risikostyring: er bl.a. at identificere og synligggre de
aktuelle risici, og imgdegdende kontrol- og sikringsforan-
staltninger, over for ledelsen og sikre, at virksomheden
ikke patager sig starre risici, end hvad der er acceptabelt.
At medvirke til at ressourcer kan prioriteres mest effektivt
mv.

Trusler, sdrbarheder og risici andres lIgbende, hvorfor
vurderingen af risici ogsd er en Igbende proces, der skal
forankres i og pa tvaers af organisationen.

Finanstilsynet laegger i sin vurdering af virksomhedens IT
-risikostyring bl.a. vaegt pa, at:

¢ metoden for udarbejdelsen af IT-risikoanalyser og
vurderinger er dokumenteret, sddan at de endelige
vurderinger kan kvalitetssikres

e eksterne og interne interessenter bliver inddraget
(f.eks. sparring med IT-sikkerhedseksperter, forret-
ningens funktioner mv.)

e relevante trusler er synliggjort og IT-risici identifice-
ret, bl.a. med udgangspunkt i tilgaengelighed, fortro-
lighed og integritet. Finanstilsynet tager her hensyn til
vaesentlighed i forhold til virksomhedens systemiske
vigtighed og kompleksiteten i virksomhedens IT-
anvendelse

¢ sammenhang mellem risici og de etablerede imgde-
gdende tiltag er tydeligt dokumenteret

« identificerede sdrbarheder er synliggjort og vurderet i
IT-risikoarbejdet p& en made, sd konsekvensen og
vurderingen af dem tydeligt fremgdr af den samlede
vurdering

e virksomheden har vurderet, om dens politikker, for-
retningsgange samt kontrol- og sikringsforanstaltnin-
ger er tilstraekkelige og imgdegar IT-risici. Den tilba-
gevaerende restrisiko skal veere tilstraekkelig synlig-
gjort.

IT-sikkerhedsstyring: er bl.a. at sikre, at der med af-
set i organisationens IT-risikobillede er etableret til-
straekkelig og effektive tiltag, forankret hos topledelsen.

Udvalgte emner

It-strategi

It-strategi var en naturlig del af de omrader, der skulle
revideres jf. den “gamle” revisionsvejledning 14, men er
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ikke et fokus i ISO 2700x. It-strategien er eksplicit naevnt
i det nye bilag 5. Dette vil sandsynligvis betyde, at revisi-
onen vil have mere fokus herpd i den fremtidige revision.

It-risikostyring og it-risikostyringspolitik

Begrebet it-risikostyring blev ogsa brugt i det det tidligere
bilag 5, men af det nye bilag 5 fremgar det eksplicit, at
virksomheden skal have en politik for it-risikostyring.
Begrebet er defineret af tilsynet ovenfor.

De sidste ars tilsynsbesgg har resulteret i en raekke pa-
bud pd omrddet, hvilket betyder, at virksomheden og
dermed revisor bgr have gget fokus p8 dette omrade.

Test af it-sikkerhed

I pkt. 50 i det nye bilag 5 fremgar det, at “direktionen
skal sikre, at der gennemfgres Igbende og gentagne test
af sikkerhedsforanstaltningerne. Kritiske it-systemer skal
testes mindst én gang om aret. Ikke-kritiske systemer
skal testes regelmaessigt og inden for en periode p& mini-
mum tre ar”. Begrebet test og kritiske it-systemer er ikke
defineret, men det er mit gaet, at dette vil betyde, at virk-
somheden skal udvide testomfanget- /frekvensen.

It-projektstyring

Det nye bilag 5 har et afsnit om it-projektstyring. Projekt-
styring skal ogsd behandles i it-sikkerhedspolitikken. Det
er igen mit gaet, at ikke alle revisioner har omfattet dette
forhold.

Identificering af funktioner, processer og aktiver
Det nye bilag 5 indeholder krav om, at direktionen skal
sikre identificering af forretningsfunktioner, roller og un-
derstgttende processer for at kunne vurdere betydningen
af de enkelte elementer og deres indbyrdes afhangighed
i forhold til it-risici og sikre, at kortlaegningen heraf hol-
des opdateret.

Virksomheden og hermed revisor skal nok have en gget
fokus pd forretningsdelen og applikationer.

Kryptering af data i hvile

Dette er ikke et nyt krav, men det har vist sig i praksis,
at kravet giver visse udfordringer — ikke mindst i relation
til performance. I tilfeelde hvor kryptering af data i hvile
ikke er etableret, bgr revisor som minimum have fokus pa
eventuelle kompenserende risikomitigerende tiltag.
(Dette er dog min personlige holdning og ikke ngdvendig-
vis Tilsynets)

Beredskab

Dette afsnit er vaesentligt udvidet og specificeret i det nye
bilag 5 og et omréde, der har Finanstilsynets fokus. Der
er givet en raekke pdbud pd omrdde i de seneste ar. Af-
snittet er underopdelt i:

—  Styring af forretningskontinuitetet (Business Continui-
ty Management, BCM),

— Forretningskonsekvensanalyser
Analysis, BIA)

- Forretningskontinuitetsplaner (Business Continuity
Plans, BCP), herunder krav til stillingtagen til det

(Business  Impact
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maksimale tidsrum, inden for hvilket et system eller
en proces skal genoprettes efter en haendelse
(Recovery Time Objective, RTO) og det maksimale
acceptable datatab, mal i tid (Recovery Point Objecti-
ve, RPO).

Disse krav er ikke nye, men det er mit geet, at
denne specifikation giver anledning til (mindst) 2
ting.

1. at der skal ske en stzerkere koordinering mel-
lem det forretningsmaessige  beredskab
(hvordan udfgre forretningsaktiviteter videre
uden it) og det tekniske beredskab (hvordan
reetableres it).

2. at der skal ske en styrkelse af specifikke krav i
servicemalaftaler (SLA), der indgds med feelles
datacentraler eller andre leverandgrer.

- Genopretningsplaner (Disaster Recovery Plans, DRPs)

— Test af planer (Her er der ogsa krav om, at kritiske
funktioner, understgttende processer, it-aktiver og
disses indbyrdes afhzngighed skal testes mindst én
gang om 3aret, herunder, hvis relevant, dem der leve-
res af tredjeparter.)

- Krisekommunikation

Risikostyringsfunktionens og den risikoansvarliges
opgaver pa it-risikostyringsomradet

Dette forhold har f3et sit eget afsnit i det nye bilag 5. Der
har igennem en tid veeret drgftet organisering af 2nd line
i relation til it-risikoen. Er it-sikkerhedsafdelingen en 1st
line eller en 2nd line enhed eller maske begge dele, og
hvad er den risikoansvarliges ansvar, og hvordan sikres
dette?

Finanstilsynet har tilkendegivet, at de betragter it-
sikkerhedsafdelingen primaert som en 1st line, mens risi-
kostyringsfunktionen er den primaere 2nd line enhed.
Dette stemmer ogsa godt overens med den skaerpede
fokus pa risikostyringsfunktionen og den risikoansvarlige i
bilag 5, men vil nok betyde en del tilpasninger i de enkel-
te virksomheder.

Afslutning

Ovenstdende er pa ingen made udtsmmende, og de en-
kelte omrader er ikke dybdegdende analyseret, men det
er en raekke emner, som jeg har heaeftet mig ved. Det er
min opfordring, at man hver isaer - alt efter behov - fore-
tager en grundig gennemlaesning af bilag 5 med henblik
pd at identificere omrader, hvor der er behov for en styr-
kelse af revisionsindsatsen. Denne identifikation kan med
fordel tage udgangspunkt i en gap-analyse foretaget af
virksomheden.

Der er som naevnt ikke klare definitioner p& en del begre-
ber eller en entydig beskrivelse, hvordan kravene skal
efterleves. Der er imidlertid ved at danne sig en tilsyns-
praksis pa omradet og en indikation pd, hvordan tilsynet
fortolker de enkelte krav.
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Learning, Growth,
and Inclusion

ust weeks after accepting his position as
IIA president and CEO, Anthony Puglie-
se's schedule was jam packed with IIA-
related activities. He arrived bright-eyed
and smiling at IIA Global Headquarters
for meetings, interviews, and a photo
shoot amid a whirlwind schedule.

That whirlwind will no doubt inten-
sify as Pugliese officially takes the helm,
replacing longtime leader Richard Cham-
bers. He says he is enthusiastic about the
potential for a more vibrant, innovative, and future-

New IIA President and
CEO Anthony Pugliese
sees many opportunities
for moving the profession
forward and positioning
The Institute for
long-term success.

Lauressa Nelson

Photographs by Phelan Ebenhack

ready internal audit profession — and IIA. His vision prio-
ritizes new approaches to learning and training; technolo-
gical advancement and acumen; human intelligence
skills; and diversity, equity, and inclusion (DE&I) — all
vital to internal audit's long-term growth and relevance,
he says.

"Internal auditors get to see the whole organization
in a way that not many others do," Pugliese says. "That
can be challenging, but it's also exciting because it never
stops changing and our profession gets to be in the midd-
le of it, advising management and giving assurance to
shareholders and audit committees."

Pugliese's broad experience includes seven years at
Deloitte, 21 years at the Association of International Cer-
tified Professional Accountants (AICPA), and more than
two years in his most recent position, president and CEO
of the California Society of CPAs (CalCPA), the largest
state CPA organization in the U.S. The IIA's Global Execu-
tive Search Committee selected him after a meticulous,
stakeholder-informed global search. "Anthony has the
breadth, depth, and scale of experience, business
acumen, and strategic thinking that will facilitate the
growth of The IIA and ready it for the future of the in-
ternal audit profession — from membership and global
advocacy to digital transformation and technological inno-
vation," says Mike Joyce, Blue Cross Blue Shield Associa-
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LEARNING, GROWTH, AND INCLUSION

tion vice president, chief auditor and compliance officer,
who chaired the committee.

Turning Vision Into Action

When digging into his new role at The IIA, Pugliese asked
individual stakeholders open-ended questions, allowing
themes to emerge organically. He takes in data
"constantly and quickly," he says, combining intuition and
judgment, grounded in the facts he has available. "I don't
like to get bogged down, and I try to find the common
themes," he notes. "Complex problems can often be sim-
plified with questions like, 'Why do we do that?' or 'What
are we trying to fix?""

V., 7.

Pugliese's ability to consume information quickly and
distill it into a clear strategy has been noted throughout
his career. "Anthony has a superhuman ability to synthe-
size information from across the organization, connect
ideas and people, and drive collaboration and results —
all with a sense of humor and wit that makes working
with him feel like fun," says Heather Pownall, a manage-
ment consultant for (ISC)2, who worked in business de-
velopment under Pugliese's leadership at the AICPA. "He
was the connective tissue, understanding everything that
was going on across the organization and unifying the
executive team."

The IIA's Executive Search Committee noted that
Pugliese exuberantly takes on challenges and develops
vision, strategy, and actionable plans. "Establishing a

vision and being able to drive it through is a critical
leadership skill," says Charlie Wright, Jack Henry & Asso-
ciates chief risk officer, who served on the committee.
"Anthony is a seasoned association leader who has a
strategic focus on running a business, which will be criti-
cal to taking The IIA from where it is today and bringing
us into tomorrow. He has very creative ideas about part-
nerships, our approach to training, how to respond to
disruptive technology, and how to advance our digital
transformation process."

Responding to Change and Disruption
A key priority for Pugliese is ensuring the internal audit
profession remains relevant in today's highly disruptive

business environment. Internal auditors must keep mo-
ving beyond their comfort zones, he says. They must
consistently seek to expand their awareness and update
their competencies through continuing education and
training, especially in the areas of technology; human
intelligence; and environmental, social, and governance
(ESG). "The primary role of any professional association
is to make sure that its members stay relevant," he ex-
plains. "The world is at a point where change is so fast
that the people coming out of colleges and universities
have more knowledge than the people mentoring and
supervising them, so it's really incumbent upon our mem-
bers to keep up. That is why I think education is so im-
portant."

While internal auditors hold the responsibility for
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seeking opportunities to learn, Pugliese also recognizes
that The IIA must continually produce training on timely,
relevant topics and design training platforms that attract
members and give them something valuable. "We have to
figure out a way to make learning fun so that people
want to do it and that it's relevant to the issues we want
to solve," he says. "Successful training means members
walk out knowing how to do something versus just being
able to remember what they heard."

Pugliese also says internal auditors need to be on the
leading edge of awareness about technological develop-
ments and trends. "Technology has gone from being a
way of increasing efficiency to something that is far more
transformative across business and surely across every

profession," Pugliese told Richard Chambers in a February
edition of Chambers' IA Insights and Advice video series.
"Embracing some of the disruptive aspects of business
today and being able to guide management and boards
and audit committees through things like technological
disruption is going to be huge in positioning us for on-
going relevancy."

Going Beyond Technology

But internal auditors should not limit their continuing
education to technology, Pugliese says. ESG is

a burgeoning area that internal auditors are well-
positioned to address. "Measuring and assessing nonfi-
nancial indicators of success is really exciting, and in-
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ternal auditors are very well-situated to do that kind of
work, in fact better than almost any other profession," he
says. "It's one of the biggest opportunities I've seen for
internal audit to add value in a tangible way, not just to
management and the board, but to everybody."

Human intelligence competency is also important for
internal auditors. "Those skills you don't necessarily
consider critical to a job — perception, intuition, and
teamwork — actually are becoming more important,"
Pugliese says. "Internal auditors have to rely on many
different people in the conduct of their work; they can't
possibly know it all. So being able to assemble and lead a
team is vital. Sometimes those skills are natural or inna-
te, but often you can acquire them."

A self-described extrovert, Pugliese counts humor
among his human intelligence skills. "Sometimes people
can be overly serious when the situation doesn't warrant
it," he says. "I found out early on that if you've got a
good knack for using the right kind of humor and the
right timing, it can defuse a lot of tension and anxiety."

While a love of people and a quick wit seem to come
naturally to Pugliese, self-awareness, which he defines as
understanding the way one is perceived by others, is
more hard-won. "That's actually very important for any
job, but particularly in the CEO role, much of what you do
is to motivate people," he says.

Foreningen af Interne Revisorer | Side 33



Argang 26 | Nummer 79 | December 2021

Cultivating An Inclusive Culture

Pugliese is known for his ability to engage and empower
people — key ingredients for building an inclusive culture.
Terry Grafenstine, global chief auditor for technology at
Citi, is a longtime IIA volunteer and member who met
Pugliese while serving on the AICPA's board. As a public
sector internal auditor, she was worried about fitting into
a group dominated by private industry CPAs. "Anthony
made me feel so welcome, like the things that I contri-
buted were different and meaningful," Grafenstine re-
counts. She says Pugliese was instrumental in the
AICPA's merger with the U.K.-based Chartered Institute
of Management Accountants (CIMA) and that he brought
together individuals from different cultures, backgrounds,
and industries, and motivated them around a common
vision. "He made us feel like what we each had to say
was important, and as a result, he got more out of the
sum than the parts," Grafenstine explains.

Demonstrated effectiveness as a driver of inclusive
culture was important to the executive search committee
and the stakeholders surveyed by the committee at the
onset of the process. The business benefits include incre-
asing collaboration between IIA Headquarters and global
affiliates and members, which ensures global voices feel
equally heard and valued and maximizes the sharing of
intellectual capital, according to Joyce. "We want to sup-
port diversity and inclusion throughout The IIA, both in
the workplace and among our membership globally, so
we probed all the candidates about their experience and
engagement around that," Joyce explains.

Taking Action on Diversity

Pugliese says people often avoid the topic of diversity
because they don't understand what to do with it. "It can
be uncomfortable for some people," he says. "Yet when
you talk to someone in an underrepresented population,
it's really not that uncomfortable, because people want
to talk and to give their point of view. And you just have
to be respectful."

Pugliese has proven his willingness to tackle such
issues directly, with measured thought and action. Follo-
wing the death of George Floyd, a Black man who died
while being restrained by Minneapolis police last year,
Pugliese issued a DE&I statement to the membership of
CalCPA, committing to form a member-led DE&I commit-
tee responsible for establishing goals and practices to
identify and address racial inequities. Additionally, CalCPA
and the Institute of Management Accountants jointly is-
sued a survey-driven report that exposed troubling dispa-
rities in the senior ranks of the accounting industry. "We
have gotten a little bit better on hiring, in terms of brin-
ging in underrepresented populations, but we haven't
done much better in terms of bringing those individuals
all the way up into key senior management roles," Puglie-
se explains. "And I sense the same concerns are here in

TO COMMENT on this article,
EMAIL the author at lauressa.nelson@theiia.orq

the internal audit profession, so we're going to continue
this work."

In addition to being the right thing to do, the survival
of the profession is contingent upon underrepresented
groups seeing themselves in business roles like internal
auditing, Pugliese adds. "Diversity, equity, and inclusion
are business decisions as much as they are ethical decisi-
ons," he says, noting that changing demographics alone
make diversity "intrinsically important” to the pipeline of
future auditors.

Pugliese says having a global board of directors with
members from underrepresented groups will lead this
progress. "They get it, including me; for the LGBTQIA
population, I get it," he says. Leveraging personal experi-
ences will foster multiple approaches to success,
he notes, but the process of trying various plans of attack
prompts an urgency in getting started. "There's not one
magic program."

Embracing Change

As organizations face a whirlwind of change, technologi-
cally and socially, internal auditors must be ready to go
all in on the unique opportunities at their fingertips. Pugli-
ese is palpably enthusiastic about ensuring The IIA is the
dynamic and inclusive authority, educator, and advocate
to help the profession seize those opportunities globally.
"His energy is clearly contagious," says Jenitha John, CEO
of the Independent Regulatory Board for Auditors and IIA
Global Board chair, who served on the search committee.
She and others laud Pugliese's insight, foresight, and
fresh perspectives as well as his ability to parlay them
into a vision for The IIA. "Anthony demonstrates the cali-
ber and attributes we require in the next CEO," she says.
"We look forward to his expertise and wisdom."

Lauressa Nelson is a content writer and technical editor,
Standards and Professional Knowledge, at The IIA.

This article was reprinted with permission from the April
2021 issue of Internal Auditor magazine, published
by The Institute of Internal Auditors, Inc., www.theiia.org
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Nye medlemmer

Nye medlemmer i IIA fra 7.9.2021 - 7.12.2021

ATP
Johan Schleimann
Ali Radi Zarif

Bankdata
Linkajan Nadarajah James

Danske Bank

Line Skaarup Schgndorff

Pia Stonor Dyrholm Groot
Majken Jgrgensen Bonde

Rodolfo Gonzalez Alves

Deloitte

Maria Foged

Maja Marie Nyvang Hansen
Jacques Peronard

Energistyrelsen
Poul-Erik Kristensen
Mads Mglgaard Nielsen
Katrine Strgm

Asbjerg Abrahamsen
Sanne Hansen

GF Forsikring
Jeanette Lindevang

Hempel
Philip Hertz

Landbrugsstyrelsen
Niels Hegelund
Erik Schultz Bonde

NKT Cables Group A/S
Ceecilie Risholt

Novo Nordisk
Anastasia Sheriff
Aitzol Nubla Arto

Nykredit
Falentin Eliaz Valentino

PWC
Michael Kayser Vestergaard

Saxo Bank
Sinan Dasdemir
Niels Christian @stergaard Mouritsen

Sydbank
Adelina Istrate Hansen
Christoffer @vrebg McIntosh

Udenrigsministeriet
Dan Winther Rasmussen
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Uddannelsesaktiviteter

Er du opdateret pd IIAs kursusudbud? Som altid findes
datoer og emner for g&-hjem mgder, kurser og konferen-
cer p5 foreningens hjemmeside www.iia.dk under rubrik-
ken “Uddannelse”, hvor tilmelding til arrangementerne
o0gsa foretages.

Nedenfor er fremhaevet kommende planlagte kurser og
mgder, men listen bliver hele tiden opdateret, sd det er
bestemt veaerd at foretage et besgg pa foreningens hjem-
meside.

Kommende kurser og ga-hjem mgder

04.05.2022 Kursus for forsikringsrevisorer
10.05.2022 IIA Arsmgde 2022
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"Bagsmaakken”

Foreningens adresse
Foreningen af Interne Revisorer (IIA)
Intern revision

Nykredit

Kalvebod Brygge 1-3

1780 Kgbenhavn V

CVR nr. 73954215

Indmeldelse i foreningen
Indmeldelse i foreningen foretages p& www.iia.dk eller
til:

Chefsekreteer Dorte Dreige
Nykredit
& 44 559307 X ddh@nykredit.dk

Jobannoncer

Jobannoncer for medlemmer kan bringes pa foreningens
hjemmeside og/eller i INFO.

Annoncer bringes kun i INFO, s&fremt der er plads hertil.
Annonceudkast sendes til redaktionens adresse, jf. side

1, eller til glt@nykredit.dk.

Certificeringer

Naermere oplysninger om certificeringer kan fas pd IIA"s
internationale hjemmeside www.globaliia.org eller ved
kontakt til:

Heino Hansen, Chefkonsulent - Intern Revisor, CIA, For-
svarsministeriets Interne Revision
@ 31183801 X fir-hnh@mil.dk

Peer Hgjlund, Chefspecialist, Nykredit
® 44 5593 14 < phc@nykredit.dk

A

Drive Your Career Forward
IIA Certifications and Qualifications

CIA ccsa crsa coner . 4BEAC
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Foreningen af Interne Revisorers be-

styrelse har fglgende sammensaetning:
Formand

Audit Director

Jesper Siddique Olsen

Danske Bank

@ 451276 58 X jol@danskebank.dk

Naestformand

Revisionschef

Michael Ravbjerg Lundgaard

DSB

& 24680601 KX mirl@dsb.dk

Kasserer

Koncernrevisionschef , CIA

Morten Bendtsen

Alm. Brand

@ 3547 47 47 X abmobn@almbrand.dk

Sekretaer

Internal Audit Manager
Vibeke Arnholst
Nordea

@ 5547 81810< vibeke.arnholst@nordea.com

Bestyrelsesmedlemmer
Nordisk Revisionschef, CIA, CISA
Birgitte Rousing Svenningsen
BNP Paribas Personal Finance

@ 36395261 X bisv@bnpparibas-pf.dk

Partner, CIA, CISA, CGEIT

Johan Bogentoft

PwC

® 29276296 X joa@pwc.dk

Professor

Kim Klarskov Jeppesen

CBS - Copenhagen Business School
@ 38152306 X kkj.acc@cbs.dk

Revisionschef

Christoffer Max Jensen

ATP

& 701112 13 X CXJ@ATP.DK

Afdelingsdirektgr, CIA

Tobias Zorde

Nykredit

@ 44 5593 35 X tzo@nykredit.dk

Intern Revisionschef

Mette Andersen

Lan & Spar Bank

& 33782166 X meta@lsb.dk
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